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Obiettivi della ricerca: 
 
The objectives of  the candidate’s research for the period June 2018 - May 2020  were in the following 

directions: 
 

 To prevent query access pattern in searchable encryption schemes 
 

A significant amount of proposed searchable encryption schemes leak some information during search 

operations due to access and query pattern. Consequently, this potential privacy concern introduces attacks 

by an adversary that controls the cloud service provider, and hence can observe patterns. Moreover, using 

some prior knowledge about data and query distribution, the adversary can run simple inference attack. 

There are known lightweight countermeasures to hide the access pattern by padding-based techniques, but 

the same is not true for the query pattern. To this purpose, the candidate addressed this issue by hiding query 

access pattern for scalable databases. The approach made significant contributions as the follows: 
 

- Provided an algorithm that incurs a constant overhead per real query independent of the database size        

adopting a technique to make the query distribution uniform. 
  
- Prevented frequency analysis attack knowing prior knowledge about the query access distribution. 
 

 

 To design an efficient access control scheme for shared data on the cloud 
 
The problem of cloud data sharing has many practical applications in healthcare where patients are willing to 

share their personal health records with a group of care practitioners to improve availability and coverage of 

remote assistance. A straightforward solution is to encrypt data before outsourcing it to the cloud to ensure 

confidentiality. However, several cryptographic techniques do not support access control where different 

users have different access rights to the shared data. Regarding this concern, the candidate proposed a 

solution that adopts attribute based encryption, which enables a user to selectively share its data with other 

users whose access rights match their attribute sets. She addressed the limitations of attribute based 

encryption that potentially jeopardize users privacy and does not allow updating attribute sets without re-

encryption. 
The proposed scheme made the following contributions: 



 
 

 
  
 
 

- Provided a transformation key for with which a ciphertext associate with attribute vector can translate to 
   a new ciphertext associated with a different attribute vector. 

 

- Provided a policy update mechanism with a performance suitable for many practical applications. 
 

 

 To construct a private set intersection protocol 
 

The problem of privacy-preserving set operations, in particular, private set intersection (PSI), is important 

whenever one or more parties ( who do not fully trust each other) are willing to perform joint operations on 

their respective sets without revealing additional information beyond the result of the operation itself. This 

problem has been used in several real-world applications and can be classified based on parties set sizes: 

Symmetric (balance) when the sets have roughly the same size, and Asymmetric (unbalance) when one of 

the sets is substantially smaller than the other. To address this problem, the candidate considered a simple 

PSI set up including a client and a server whose aim is to compute the set intersection of their respective sets 

while revealing minimal information.  The method made several contributions: 
 

-  Evaluated and compares existing private set intersection protocols in terms of efficiency (computation 
   and communication overhead) and security. 
 

- Adopted Hashing and batching method to obtain better performance. 
 

- Protected data confidentiality using differential privacy mechanism. 
 

 

 To design a cryptographic cloud-based technique for air cargo cancellation problem 
 
One of the main problems in air cargo revenue management is the modeling of over booking and 

cancellation in the operation of the service chain. In fact, Airline Cargo companies do not impose any fees 

for last-minute cancellations of shipments. As a result, customers can book the same shipment on several 

cargo companies. Cargo companies try to balance cancellations by a corresponding volume of over booking. 

Towards this concern, we developed a cryptographic technique, enabling the computation on private 

information of the airline customers and companies data to improve the overall service chain. The proposed  

technique was based on proxy re-encryption method and made the following contributions: 
 

- Mitigated the airline cargo cancellation problem while preserving the privacy of customers’ data. 
 

- provided a Game theoretic model enabling a more accurate estimate of the cancellation rate. 
 

 

 To analyze novel annotations in the gene ontology for boosting selection of negative examples 
 

The protein function prediction (PFP), which involves sophisticated computational techniques to accurately 

predict the annotations of new protein and proteomes, is an emerging and challenging problem in the post-

genomic era. Hence, an important issue in PFP is the selection of reliable negative examples for learning 

accurate predictors. Usually, public repositories for genome and proteome annotations, such as the Gene 

Ontology (GO), rarely stores negative annotations, i.e. proteins not possessing a given function. If a protein 

is not currently annotated with a GO term, it could be either that the protein is a negative example for that 

term or a positive example which has not been detected yet due to insufficient investigations. Therefore, the 

proposed technique made the following contribution: 
 



 
 

 
  
 
- Provided a technique for the selection of negative examples to train accurate functional classifiers. 

 

 

 To optimize exiting Oblivious RAM method for users with large trusted storge  

 

 It is possible to recover data if you are able to observe ( enough) queries and their responses, even  when 
both the queries and the responses are encrypted and opaque. This is called access leakage. You can even 
learn a lot from communication volume leakage  i.e. how much data is returned.  In the case of access 
leakages, reconstruction attacks are able to recover the secret attribute of every record in the database. 
Hiding these patterns incurs a high cost making most database systems impractical. For example, Oblivious 
RAM (ORAM) can hide the access and query pattern, but incurs a logarithmic overhead in the database size, 
i.e. the larger the database, the slower each ORAM query. To this purpose, the candidate addressed this 

issue by presenting a low-cost ORAM.  The appraoch made significant contributions as the follows: 

 

- Provided an optimized tree-base ORAM algorithm in terms of bandwidth  usage. 

 

- Improved turn-around-time delay for getting/putting  buckets from/to key-value storage using 

  batch processing model. 

  

 

 To create a big data governance platform for sensitive data  

 

 The aim is to enforce policies that apply anonymization when answering queries. The policies are user and 
data adaptable that are applied on-the-fly during query answering phase.  This ensures that  only compliant 
views are retrieved from the users, while maximizing the utility of the answers. The  platform  allows for 
sensitive data querying without revealing any privacy information to users beyond set policies. To this 
purpose, the candidate addressed this issue by adopting ARX anonymization algorithms for data 
transformation to fullfill a given privacy model while resulting in maximal utilitty to a given measure. The 

appraoch made significant contribution as the follows: 

 

- Created a platform that applies possible de-identification policies used to transform input dataset while 

   minimizing the loss of information. 

 



 
 

 
  
 

 
Risultati della ricerca: 

 

Here, the candidate briefly explains the  techniques proposed to achieve mentioned beforehand objectives: 
 
Objective 1: Towards this objective, the candidate proposed a low-cost hiding of the query pattern for 

schemes supporting point and range queries. The countermeasure was to use fake queries and cache, trying to 

achieve uniform distribution. An observed query distribution used to generate fake queries, and once we 

learned the distribution, we make the distribution uniform. The candidate introduced a protection algorithm 

where the query pattern follows the common Zipf distribution. The first approach was applied for point 

queries, and then improved the proposed idea for schemes supporting range queries as well. Compared the 

previous works, the approach does not reveal the query distribution and, therefore the adversary can not 

recover search keys after observing N2 queries when the database is dense. 
 
- Results: 

Low-Cost Hiding of the Query Pattern , submited to the 25th European Symposium on Research                                                

in Computer Security, Esorics 2020, Guilford, United Kingdom. (2020) 

 

Objective 2: Towards this objective, the candidate proposed a proxy-based technique using a well-known 

inner-product encryption (IPE) primitive. Using IPE, it is possible to define fine-grained access policies over 

encrypted data and the decryption key depend, is equal to zero. Since the current IPE schemes do not support 

efficient access policy changes, therefore, she proposed an efficient inner-product proxyre-encryption (E-

IPPRE) scheme that provides the proxy server with a transformation key, with which a ciphertext associated 

with an attribute vector can be transformed to a new ciphertext associated with a different attribute vector, 

providing a policy update mechanism with a performance suitable for many practical applications.  The 

algorithm experimentally assessed in terms of efficiency. It was shown that the algorithm is selective 

attribute-secure against chosen-plaintext attacks in the standard model under the Asymmetric Decisional 

BilinearDiffie-Hellman assumption. 
 

- Results: 
                  An Efficient Cryptography-Based Access Control Using Inner-Product Proxy Re-

encryption         
                  Scheme, Published in 2018 International Conference on  availability, Reliability and Security, 

ARES       
                  2018, Hamburg, Germany. (2018) 
 
 
Objective 3: Towards this objective, the candidate considered the problem of private set intersection (PSI) in 

two party computation model. She reviewed the progress made in PSI techniques in terms of performance 

(communication and computation overhead) adopting a fully homomorphic encryption scheme. She achieved 

an optimized solution that uses batching and hashing to reduce the size of transmitted data. The proposed 

technique allows the server to operate n items from the client simultaneously. The work was implemented 

with C++ using HElib library and the results were compared to the state of the art. 
 

- Results: 
 Differentially Private Two-Party Set Operations, Published in the IEEE European Symposium on 

Security and Privacy, Genova, Italy. (2020) 
 
 

Objective 4: Towards this objective, the candidate proposed a proxy-based technique to mitigate the 

problem of air cargo cancellation and over booking. Therefore, the candidate proposed a proxy re-



 
 

 
  
 

encryption technique so that the customer company could agree on the constraints that it will not book the 

same shipment over more cargo companies and the cargo company can enforce the agreement by querying 

the privacy preserving information system at every cancellation, or, more realistically, for a sub-sample of 

cancellations. She described such system based on proxy re-encryption and showed that how the relevant 

information can be be extracted, still preserving the privacy of customers' data 
 
 
- Results: 

 A cryptographic cloud- based approach for the mitigation of the airline cargo cancellation 

problem.  Published in the Journal of Information security and Applications, 51: 102462. (2020) 
 

Objective 5: Towards this objective, we designed a technique for the selection of negative examples to 

train accurate functional classifiers. Therefore, the candidate carried out the study of annotation evolution 

through different release of the Gene Ontology (GO). She provided a basilar knowledge for any future 

approach to detect negatives in the GO. Furthermore, we designed a novel method to select negative 

examples for GO terms, and  assessed its effectiveness in an experimental comparison involving thousands 

of GO terms and the state-of-the-art methodologies proposed for the same task. The results revealed that 

novel annotations for a given protein tend to appear on terms with high semantic similarly with the terms 

the protein was already annotated with in the previous GO release 
 
- Results: 

   Analysis of Novel Annotations in the Gene Ontology for Boosting Selection of Negative 
   Examples. Published in  the 9th International Conference on Biomedical Engineering and              
     Technology, ICBET 2019Tokyo, Japan. (2019) 

 

 

Objective 6: Towards this objective, the candidate applied a bandwidth-efficient ORAM technique called 

Ring ORAM to the data stored in key-value storage  with the assumption that user has large data storage at 

trusted side. Ring ORAM is the first tree-based ORAM whose bandwidth is independent of the ORAM 

bucket size, a property that unlocks multiple performance improvements. It also supports client with large 

storage budget that was one of our assumption for the product. Moreover, she used batch processing to 

decrease the length of time it takes for a block access to be read from and written to the  key-value storage. 

This work is still under progress and will practically apply to a  start-up’s product as a service.  
 

- Results: 
   Bandwidth-Efficient PathORAM for Large Client Storage Budget 

 

 

Objective 7: Towards this objective, the candidate used k-anonymity technique and identified attributes that 

have less influence on the classification of the data records and suppress them in order to comply with k-

anonymity. Further, she assessed the risk of re-identification and estimating the risk i.e., determining the 

probability that an intruder would discover the correct identity of a single record. All the experiments have 

done using ARX anonymization tool. 
 
Attività svolte: 

 
Prodotti della ricerca conseguiti: (in termini di pubblicazioni, brevetti, …) 
 
International Journal 
 

- M. Sepehri, A. Trombetta, and M. Sepehri. Secure Data Sharing in Cloud Using an efficient Inner-Product 
Proxy Re-Encryption Scheme. Journal of Cyber Security and Mobility, 2018. https://Doi 

10.13052/jcsm2245-1439.635. (Published) 



 
 

 
  
 
 
- G. Gianini, S. Cimato, M. Sepehri, E. Damiani, and R. Asad.  “A Cryptographic Cloud-based Approach for  

the Mitigation of the Arline Cargo Cancellation Protection.”,  J. Inf. Secur. Appl.51: 102462 , 2020.    
 (Published) 
 

 
International Peer-Reviewed Conferences 

 

- M. Sepehri, and F. Kerschbaum. Low-Cost Hiding of the Query Pattern. Submitted to 25th European 

Symposium on Research in Computer Security (ESORICS), 2020. (Submitted) 

 

- B. Kacsmar, B. Khurram, N. Lukas, A. Norton, M. Shafieinejad, Z. Shang, B. Baseri, M. Sepehri, S. Oya, and 

F. Kerschbaum. Differentially Private Two-Party Set. The 5th IEEE European Symposium on Security and 

Privacy, Genova, Italy, 2020. (Published) 

 

- M. Sepehri, and M. Frasca. Analysis of Novel Annotations in the Gene Ontology for Boosting the Selection 

of Negative Examples. In 9th International Conference on Biomedical Engineering and Technology, ICBET 

2019, Tokyo, Japan, 2019. (Published) 

 

- M. Frasca, M. Sepehri, A. Petrini, G. Grossi, and G. Valentini. Committee-Based Active Learning to Select 

Negative Examples for Predicting Protein Functions. In 15th International Conference on Computational 

Intelligence Methods for Bioinformatics and Biostatistics, Caparica, Portugal, 2018. (Published) 

 

- M. Sepehri, A. Trombetta, M. Sepehri, and E. Damiani. An Efficient Cryptography- Based Access Control 

Using Inner-Product Proxy Re-Encryption Scheme. In 2018 International Conference on Availability, 

Reliability and Security, ARES 2018, Hamburg, Germany, 2018. (Published) 

 

 

Seminars, Talks and Posters  

 

- February 2020.  Start-up presentation, title: “Bandwidth-efficient PathORAM ”,  TandemLaunch, Bornio 

  project, Montreal, Canada. 

 

- April 2019. Cryptography, Security, and Privacy (CrySP) research group, title:“Re-construction Attack on 

  schemes supporting range queries ”, Waterloo University, Canada. 

 

- December 2018. Cryptography, Security, and Privacy (CrySP) research group, title:“Hiding Qery Access 

  Pattern Leakage in keyword search techniques ”, Waterloo University, Canada. 

 

- June 2018. International research and innovation Center in Intelligent Digital Systems workshop (IRIXYS), 

   title:“Access Pattern Leakages in Searchable Encryption”, Gargnano, Italy. 

 

Book chapter  

 

https://dblp.org/db/journals/istr/istr51.html#CimatoGSAD20


 
 

 
  
 
The candidate is contributing to write a chapter “Security Concerns in Smart Cities” of the book entitled 

‘Risks & Opportunities: Critical Approaches to the Future of Cities Under Smart Cities, Artificial Intelligence, 

Social and Environmental’ .  The abstract summarizes as follows: 

 

Cities are becoming smarter with the advent of of smart technologies such as information and 

communication technology (ICT), and Internet of Things (IoT). Smart technologies allow cities to improve 

urban resources efficiently, save the cost and particularly increase the quality of life of citizens. However, 

these technologies open up various security and privacy issues due to the inter-connectivity of a large 

number of devices in smart cities. Therefore, utilizing IoT data from different sources without jeopardizing 

their privacy is an important issue to be considered in smart cities. Motivated by this concern, it is 

necessary to first determine current security attacks that have major effects on people's lives, and then 

explore existing protection mechanisms in the context of smart cities. This possibility would help the 

researchers to mitigate the negative implications associated with potential privacy invasion. 

 

International Workshops and Conference Attendance 

 

-- Waterloo.ai Reverse Co-op Natural language Processing, 17-19 October, 2019, University of Waterloo. 

-- ML+Security+Verification Workshop, 26-30 August, 2019, University of Waterloo, Canada. 

-- Blockchains and Distributed Ledger Technologies (DLTs), 3-4 June, 2019, University of Ryerson, Canada. 

-- ACM Symposium on Access Control Models and Technologies, ACM SACMAT, 2019, Toronto, Canada. 

-- Biomedical and Bioinformatics Engineering Conference,  12-14 November, 2018, Okinawa, Japan. 

 

Ongoing papers 

 
-  An Oblivious Proxy-Based Scheme for Equality Query Search on the Cloud. 

-  Efficient Equality Search over Encrypted Data through a Proxy Server. 

 
 
Descrizione dell’attività di ricerca svolta all’estero (eventuale; specificare: periodo, luogo, affiliazione): 
 
- Visiting researcher at David R. Cheriton School of Computer Science, University of Waterloo, Canada. 
(2018) 
 
The candidate joined Prof. Florian Kerschbaum’s privacy group  on the recommendation of Prof. Ernesto 
Damiani and she led the research in a project on searching over encrypted (cloud) databases. The aim was 
to investigate the question how fabricated queries can be used as a low-cost measure to confuse a 
persistent adversary controlling the cloud. The work involved theoretical and practical aspects. The 
theoretical aspects are a formal security evaluation including definitions and proofs and the practical 
aspects involve extensive experimentation with an implementation of the scheme in order to validate the 
correctness of the theoretical evaluation. She performed a large set of long running evaluations to measure 
performance and security using R, C/C++, Java and Python.  
 
 
- Visiting researcher in TandemLaunch Inc., Montreal, Canada. (2019) 
   

The candidate collaborated with a start-up team working on Share, Analyze and Monetize Sensitive Data 

with the following objectives:  
   



 
 

 
  
 

 Studied new cutting-edge privacy techniques and methodologies. 
 Optimized an existing method for privacy provisioning of sensitive data for the purpose of AI and 

big data analytics. 

 Enforced policies that apply anonymization techniques when answering querie. 

 

Further, she gave two seminars on the invistigation of how to optimize PathORAM algorithm in terms of 

network bandwidth and latency. The aim was to address how to apply an optimized pathORAM algorithm 

that is called Ring ORAM  to the start-up’s product. In addition, she worked with ARX tool to anonymize 

sensitive personal data . She also got an idea how to develope her last published paper “A proxy-based 

scheme for fast equality queries over encrypted data” in terms of query processing search on the cloud using 

a tree-based indexing structure, and how to preserve pattern privacy using Oblivious RAM algorithms. 
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